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Isthere a secret radio in asolar inverter?

Every solar panel and battery connected to the U.S. energy grid relies on a device few people ever consider:
the power inverter. In May of 2025,U.S. experts found undocumented communication modules and secret
radios embedded in some Chinese-manufactured solar inverters and battery systems.

Are Chinese solar power inverters connected to critical infrastructure grids?

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within Chinese-manufactured solar power inverters connected to critical infrastructure gridsacross
the country.

Do solar inverters contain undocumented cellular radio devices?
These inverters,which are essential components that convert direct current from solar panels into alternating
current usable by the electrical grid,were found to contain undocumented cellular radio devicesnot disclosed in
product specifications or technical documentation.

Are Chinese solar inverters hiding secret radios?

In May of 2025, U.S. experts found undocumented communication modules and secret radios embedded in
some Chinese-manufactured solar inverters and battery systems. Not listed in product documentation, these
shadow components create hidden backdoors that can circumvent utility firewalls and allow remote access to
the devices.

LONDON, May 14 (Reuters) - U.S. energy officials are reassessing the risk posed by Chinese-made devices
that play acritical role in renewable energy ...

The Outdoor Inverter Cabinet for Telecom is a weatherproof, high-reliability power solution designed to house
inverters and related components for telecom base stations and remote network sites.

Every solar panel and battery connected to the U.S. energy grid relies on a device few people ever consider:
the power inverter. In May of 2025, ...

In November, solar power invertersin the U.S. and elsewhere were disabled from China, highlighting the risk
of foreign influence over local ...

U.S. energy-sector forensic teams have begun disassembling Chinese-manufactured solar inverters and
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grid-scale batteries after discovering undocumented 4G/L TE modules and other ...

These undocumented communication modules offer an invisible back door into devices that regulate a
growing share of the world"s electricity. "It ...

U.S. energy officials have launched an investigation after discovering unauthorized communication equipment
embedded within Chinese ...

Every solar panel and battery connected to the U.S. energy grid relies on a device few people ever consider:
the power inverter. In May of 2025, U.S. experts found undocumented ...
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