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Could cellular radios be used remotely to switch off power inverters?

The rogue devices,including cellular radios,were discovered in Chinese-made power inverters that are used to

connect solar panels and wind turbines to electricity grids across the world,including the UK. The hidden

communications equipment could be deployed remotely to switch off inverters with potentially catastrophic

results.

 Are China's solar farms at risk of a remote shutdown?

(Christopher Furlong/Getty Images) THE HAGUE,Netherlands -- Hidden components in Chinese-made solar

power equipment have caused alarm bells in Western capitals amid concerns over Beijing's ability to interfere

with power grids. Europe may be particularly vulnerable,experts say,with most of its solar farms potentially at

risk of remote shutdown.

 Could China's inverters be able to destroy the grid?

Using the devices to get around firewalls,China could potentially switch off inverters remotely or change their

settings to bring down the grid. "That effectively means there is a built-in way to physically destroy the grid,"

one source told Reuters.

 Are Chinese inverters being banned?

Governments around the world are investigating and banning Chinese invertersafter radio and backdoor kill

switches discovered

U.S. experts have allegedly found rogue communication devices, including cellular radios, in Chinese-made

solar inverters and batteries over the past nine months.

In November 2024, some solar inverters in the U.S., U.K. and Pakistan were actually disabled remotely from

China.

U.S. energy-sector forensic teams have begun disassembling Chinese-manufactured solar inverters and

grid-scale batteries after discovering undocumented 4G/LTE modules and other wireless ...

In November, solar power inverters in the U.S. and elsewhere were disabled from China, highlighting the risk

of foreign influence over local electricity supplies and causing concern among ...

Last November, a Chinese solar company named Deye remotely shut down solar power systems in the United
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States, the United Kingdom, and Pakistan. "This inverter is not allowed use ...

U.S. security experts have reportedly uncovered undocumented communication devices inside Chinese-made

solar power inverters -- hardware that''s widely used to support renewable ...

In November, solar power inverters in the U.S. and elsewhere were disabled from China, highlighting the risk

of foreign influence over local ...

In a report released mid-September, the country''s electricity transmission operator RTE highlighted that

France, usually an exporter of electricity, is in an especially dire situation this year.
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